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Overview

Process Summary

Apple recommends and the Towson University requires that
anti -virus software be installed on all University owned
computers. McAfee VirusScan integrates antivirus and

anti - spyware functions for Macintosh systems.

Overview

System Requirements
Download and Install
Configure Software and
Scheduler

Schedule Automatic Updates

McAfee VirusScan software is free to university faculty, staff, Schedule Weekly Virus Scan

and students and is available for download on the OoTS
Software Downloads website:
http://www.towson.edu/adminfinance/ots/coretechsecurity/ OTSDownloads.asp

Apple recommends that antivirus software not be installed on systems that are running
high -end digital video editing applications such as Final Cut Pro.

e Apple Mac OS X v10.4.6 or later (compatible with Tiger and Leopard)
e 128 MB RAM

Download and Install the Software

1. Start your Internet Browser and go to the OTS Software Downloads website:
http://www.towson.edu/adminfinance/ots/coretechsecurity/otsdownloads.asp

2. Login using your TowsonU User Name and Password.

3. Scroll down to the section McAfee VirusScan For Windows and Macintosh

4. Under the For Macintosh heading, click the  Download VirusScan link. _J?
5. The VirusScan download file downloads to the Desktop as VirusScan.dmg

6. On the Desktop, double  -click the file VirusScan.dmg . The file will open
a folder with two files, VirusScan Uninstall.command and VirusScan.pkg .

7. Double -click on the VirusScan Uninstall.command , a Terminal
window will appear and request for your administrator password.
This will uninstall any previous VirusScan versions.

8. Close the window after the process is completed.
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05. Make sure that  Automatically

Note: If the Virex antivirus software is installed on a Mac and the uninstall application
described previously does not uninstall it, manually uninstall Virex.

9. Inthe VirusScan folder, double -click the VirusScan.pkg file. The installation process
begins.
10. In the VirusScan window, click Continue

11. In the Welcome screen, click Continue

12. In the Important information screen, click Continue

13. In the Software License Agreement screen, click Continue

14. After reviewing the Software License Agreement, click Agree .
15. Click Install

16. Type your password when prompted.

17. Follow the instructions below to configure VirusScan on your Mac.

1. Openthe Applications folder and double -click the VirusScan application

2. Select Preferences onthetop menubar  (Figure 1,1)
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3. If you are unable to edit the Preferences window (Figure 2) , you will need to unlock

the systems preferences by clicking the small lock icon at the bottom of the window.

4. Typeyour TowsonU or (&) Preferences

Administrator password to ™ Automatically check for virus definition update i
unlock the preferences and ‘
revise your settings. You can

re-lock preferences after you have
set them. ( Reset to Defaults ) (" More Options )

E On Access Scanning

P
8 Click lock to make changes.
p——

check for virus definition
updates and On Access Figure 2
Scanning are checked

6. Clickthe More Options button (Figure 2, 1)
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7. Set options for  On Access Scanner
(Figure 3, 1)

8. Check Find Unknown Macro Viruses

9. Check Check files for virus -like
characteristics

10. Check Find potentially unwanted
applications and joke programs

11. Under On Access Scanner , choose On

Write

for Scan files (Figure 3, 2)

Preferences

™ Automatically check for virus definition updates
¥ On Access Scanning

M Log results to file
"1 Customize eUpdate server settings
™ Exclude specific disks, files and folders

Customize

Excluded File or Folder

Add Remove Modify

! On Demand Scanner 4

¥ Scan contents of archives and compressed files
M Find Unknown Macro Viruses
"1 Scan Apple Mail messages
™ Check files for virus-like characteristics
# Find potentially unwanted applications
and joke programs

[ Clean K ]

"1 Delete when Clean fails or is not available

o

When a virus is found:

[ Reset to Defaults ) ( Fewer Options )
@ Click lock to prevent changes.

Figure 4
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.00 Preferences

™ Automatically check for virus definition updates
@ On Access Scanning

M Log results to file

™1 Customize eUpdate server settings

) Exclude specific disks, files and folders
[ Excluded File or Folder [ |

Customize

Add Remove

(
! On Access Scanner b

") Scan contents of archives and compressed files
@ Find Unknown Macro Viruses

") Scan Apple Mail messages

@ Check files for virus-like characteristics
M Find potentially unwanted applications

and joke programs

"1 Scan files on network volumes
Scan files: | On Write

Maximum scan time (seconds): 45

[ Clean "‘33

[ Delete when Clean fails or is not available

When a virus is found:

[ Reset to Defaults ) [ Fewer Options )

@ Click lock to prevent changes.

Figure 3

Click the On Access Scanner

(Figure 3, 1) drop -down menu and
choose On Demand Scanner.

Set options for On Demand Scanner
(Figure 4)

Check Scan contents of archives

and compressed files

Check Find Unknown Macro Viruses
Check Check files for virus
characteristics

-like

Check Find potentially unwanted
applications and joke programs
Close the Preferences
(Figure 4, 1)

Close the VirusScan

window

application.
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It is recommended that McAfee Virus Scan be setup to perform automatic updates and
routine scans on your computer to assure that that computer is updated on a regular basis

and routinely scanned automatically at pre -determined times that are convenient for you.
1. Openthe Applications LYo XO) VirusScan for Mac»
folder and double -click the - - Yy
VirusScan  application. B ® @ q"{}’ ']’ @
2. Select Scheduler on the Save Clear Print Scheduler Preferences Virus Info
top menu bar Figure 5
(Figure 5, 1)

Schedule Automatic Daily Updates to VirusScan
The following settings will automatically update VirusScan daily at pre -scheduled times.
This setting will eliminate the need to perform manual updates.

Important: The computer must be powered on (does not have to be logged on) and have

Internet access during the scheduled update task for VirusScan to download updates from
McAfee.

Automatic Update Settings

1. Inthe VirusScan Schedule

® O O  VirusScan Schedule Editor =)
Editor Window , open the = a
v Q=

T

New Scan Task New eUpdate Task  Delete Get Info

2. Entera Task Name , Figure 6
e.g. Daily Update, into
the
Task Name field
(Figure 7, 1)

3. Inthe Date & Time »
box , click the Set
button, and select ~4’> \‘Q \ )

New eUpdate Task icon
(Figure 6, 1)

tomorrowbs dal e
(Figure 7, 2)

4. Click OK. §<6>

5. Under the Recurrence
menu select Daily
(Figure 7, 3)

6. Inthe Recur every box
select one (1) day
(Figure 7, 4)

7. Click OK to close dialog
box.

Figure 7




