Certification of Security 
I certify that I am fully aware of Article 27, Sections 45A and 146 of the Annotated Code of Maryland (Attachment B and Attachment C), relating to the illegal access and the unauthorized manipulation of data using computer resources and understand the associated punishment for such crimes. 

I further certify that I fully understand the policy of the Office of Technology Services (OTS) prohibiting its users from divulging or making known, without specific authorization, any secrets or confidential information related to security, design, testing, operation, techniques, procedures or any other sensitive matters relating in any way to OTS. 

In accordance with the policy of OTS, it is understood and agreed that I will only use the resources of the computing systems of Towson University for purposes that have a direct or indirect benefit to Towson University during the period of time I am authorized to utilize the computing systems' capabilities and thereafter. 

I further agree that the USERNAME and PASSWORD issued to me shall not be used by any other individual and shall remain confidential information.  I am aware that my USERNAME and PASSWORD must be changed periodically, and I will periodically do so and upon request by OTS.  It is further certified that I will promptly and fully disclose to the Chief Information Officer (CIO). Director of  Office of Technology Services, the Director's designee or security officer, any breach of security. 

I understand and agree before entering the Administrative System, that in the performance of my duties as an employee of Towson University, I must hold all information pertaining to students and/or employees in confidence.  Further, I understand that intentional or negligent confidentiality may result in punitive action. 

It is unlawful for any person to: 

· Intentionally, willfully and without authorization, access, attempt to access or cause access to a computer system or any part of a computer system, or services, or records; 
· Willfully make a false entry in any public records; 
· Except under proper authority, willfully alter, deface, destroy, remove or conceal any public record. 
 

Anyone using administrative software consents to having their use monitored and recorded by system personnel.  If such monitoring reveals possible evidence of criminal activity, system personnel may provide the evidence of such monitoring and recording to law enforcement officials. 

It is understood that e-Mail is a university resource that shall be used in accordance with the Towson University E-Mail Policy.  (Need to link to current e-mail policy) Although OTS does not monitor or access your e-Mail files, staff may have to access errant messages to fix or correct file routing or for other administrative purposes.  If there is cause to believe that usage of e-Mail has violated university policy or law, the university may, under the terms of the policy, sequester or otherwise gain access to e-Mail files. 

It is understood by me that this Certificate is adopted pursuant by Towson University to effectively carry out administrative responsibilities.  I further understand that this Certificate shall continue in force and effect during the period of time I am authorized to utilize university computing resources and thereafter and that the violation of any of its provisions may subject me to the criminal provisions embodied in the respective laws. 




ATTACHMENT B (HOUSE BILL 779) 
AN ACT concerning  Crimes and Punishments - Computer Access to Public Records 

FOR  the purpose of making it unlawful for a person to access public records except in certain  circumstances; defining a term; and providing for construction of the Act with other provisions of law. 

BY repealing and reenacting, with amendments, 

Article 27 - Crimes and punishments 
Section 45A 
Annotated Code of Maryland 
(1982 Replacement Volume and 1983 Supplement) 
 

SECTION 1.   Be it enacted by the General Assembly of Maryland, that the Laws of Maryland read as follows: 

Article 27 - Crime and Punishments 
(a)  For the purpose of this section, the following words have the meanings indicated: 
(1)  "Public record" includes all official books, papers, or records whether kept on a manual or automated basis, which are created, received, or used by the State or any agency thereof, a bicounty or a multicounty agency, any county, municipality, or other political subdivision. 
(2)  "Access" means to instruct, communicate with, store data in, retrieve data from, or otherwise make use of equipment including, but not limited to, computers and other data processing equipment or resources connected therewith. 
(b)  It is unlawful for a person to do or attempt to do the following: 
(1) Willfully make a false entry in any public records; 
(2) Except under proper authority, wilfully alter, deface, destroy, remove, or conceal any public record; or 
(3) Except under proper authority, wilfully and intentionally access public records. 
(c) Any person who violates this section is guilty of a misdemeanor and may be imprisoned up to 3 years or fined up to $1,000, or both. 
 

SECTION 2.   And be it further enacted, That this section shall not be construed to preclude the application of any other provisions of the criminal law of the State which applies or may apply to any transaction. 

SECTION 3.   And be it further enacted, That this Act shall take effect July 1, 1984. 




ATTACHMENT C ( HOUSE BILL 1065) 
AN ACT concerning Crimes and Punishments - Access to Computers, Systems and  Services 

FOR the purpose of prohibiting a person from accessing, attempting to access, or causing access  to a computer or certain systems or services concerning a computer under certain  circumstances; prohibiting a person from identifying or attempting to identify, distribute,  or publicize certain codes under certain circumstances; altering the definitions of certain  terms;  providing certain penalties; clarifying language; and generally relating to access  to a computer or certain systems or services concerning a computer. 

BY repealing and reenacting, with amendments, 

Article 27 - Crimes and Punishments 
Section 146 
Annotated Code of Maryland 
(1987 Replacement Volume and 1988 Supplement) 
 

SECTION 1.   Be it enacted by the General Assembly of Maryland, That the Laws of Maryland read as follows: 

Article 27 - Crimes and Punishments 
(a)  In this section the following words have the meanings indicated. 
(1) 
(i) "Computer" means an electronic, magnetic, optical, organic, or other data processing device or system that performs logical, arithmetic, memory, or storage functions. 
(ii) "Computer" includes any property, data storage facility, or communications facility that is directly related to or operated in conjunction with that device or system. 
(iii) "Computer" does not include an automated typewriter or typesetter, or a portable calculator. 
(2) "Computer control language" means any ordered statements that direct a computer to perform specific functions. 
(3) "Computer data base" means a representation of information, knowledge, facts, concepts, or instructions that: 
(i)  Are being prepared or have been prepared in a formalized manner or is or has been produced by a computer, computer system, or computer network; and (ii)  Are intended for use in a computer, computer system, or computer network. 
(4)  "Computer network" means the interconnection of 1 or more computers through: 
(i)  The use of satellite, microwave, line, or other communication media; and 
(ii) Terminals or a complex consisting of 2 or more interconnected computers whether or not the interconnection is continuously maintained. 
(5)  "Computer program" means an ordered set of instructions or statements that may interact with related data that, when executed in a computer system, causes the computer to perform specified functions. 
(6)  "Computer services" includes, but is not limited to, computer time, data processing, and storage functions. 
(7)  "Computer software" means computer programs, instructions, procedures, or associated documentation that is concerned with the operation of a computer system. 
(8)  "Computer system" means 1 or more connected or unconnected computers, peripheral devices, software, data, or programs. 
(9)  "Access" means to instruct, communicate with, store data in, retrieve data from, or otherwise make use of equipment including, but not limited to, computers and other data processing equipment or resources connected therewith. 
(b) This section does not preclude the applicability of any other provision of this Code. (c) 
(1)  A person may not intentionally, willfully, and without authorization access, attempt to access, or cause access to a computer, computer network, computer software, computer control language, computer system, computer services, computer data base, or any part of these systems or services. 
(2)  A person may not intentionally, willfully, and without authorization access, attempt to access, or cause access to a computer, computer network, computer software, computer control language, computer system, computer services, computer data base, or any part of these systems or services to: 
(i)  Cause the malfunction or interrupt the operation of a computer, computer network, computer software, computer control language, computer system, computer services, computer data base, or any part of these systems or services; or 
(ii)  Alter, damage, or destroy data or a computer program stored, maintained, or produced by a computer, computer network, computer system, computer services, computer data base, or any part of these systems or services. 
(3)  A person may not intentionally, willfully, and without authorization: 
(i)  Identify or attempt to identify any valid access code; or 
(ii)  Distribute or publicize any valid access codes to any unauthorized person. 
(d) 
(1)  Any person who violates any provision of subsection (c)(1) of this section is guilty of a misdemeanor and on conviction is subject to a fine not exceeding $1,000 or imprisonment not exceeding 3 years or both. 
(2)  Any person who violates any provision of subsection (c)(2) or (c)(3) of this section is guilty of a misdemeanor and on conviction is subject to a fine not exceeding $5,000 or imprisonment not exceeding 5 years or both. 
(e) 
(1) When illegal access to a computer, computer network, computer control language, computer system, computer services, computer software, computer data base, or any part of these systems or services is committed in violation of this section pursuant to 1 scheme or continuing course of conduct, may be considered as 1 offense. 
(2)  A court of competent jurisdiction in this State may try a person who allegedly violates any provision of subsection (c) of this section in any county in this State where 
(i)  The person performs the act; or 
(ii)  The accessed computer is located. 
SECTION 2.   And be it further enacted, That this Act shall take effect July 1, 1989. 

